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Annual 64.2OO9(e) CPNI Certification rOl· 2010

Dale filed: February 10,2011

Name ofcompanyts) CQV(I"cd by this certifiClUinn: Total Telepagc of Nebnska, Inc..

Form 499 Filer lD: 815298

Name of ~iinatory: frank Riuuto

Title ofsignntory: President

I, Fmnk RiUlllo, certify thaI (am an officer of tile company named above, and acting as
an agent ufthe company, lhatl have per.;C!nal kllOwledg"" that the company has estnblished
uperating procedUre'llhal are adequate to ensure compliaocc wilh the Commission's CPNI rultlll.
Su 47 C.f.R. § 64.2001 et seq

AItadled 10 this e:enificalion is an accompanying stalemmt expl.ining bow tile
c:ompany's p«l(:Cdun~ cruaJfe that tile c:ompany is in compliance with rhe requiremenu 5et forth
in scction 64.200 I et seq. ofthe COlllmission's r\lICl.

Companies muS! report 011 any inlimnalion IMIlhey have wilh respect to the pn,lC""~

pretexters are using 10 allempllo IICCCSS (PN!, and wllat steps companies lire laking 10 prDIect
ePN!. Our Company has notlaken any actions (proceedings instituted or petitions filed by a
company at either state oolllmissions. lhe court sy~tem, or at the Commission} againsl dala
brokers ill the past year, No prettXltrs hav"" allclllpled for access our CPNI.

The company h.s nOI received any complaints in the pa$l year cooccminB the unauthorized
release ofCPNI.

•



Statement Regarding U'NI Rule Compliance

The operating procedures ofFiler ensure that the company complies with Part 64. section
2001 et.scq. ofLhe fCC rule5 governing the U.!JC ofCPNl.

Filer lias adopted 3 CPNI procedure manual whi\:h is n:quired reading fOT all employees
whi\:h hav~ 3l:CCSS to CPNl The CPNl pro<:cdure manual provides that CI'NJ infor'n.1tion is not
to be rdeased to any person l))u:ept in accordance with Lhe steps outlined in the CPNI procedure
manual. Thl:l crNI manual further provid~s thaL violation ofCPNI po]jCI:l~ will result in
di~iplin8ry action, which could indude employm~llttt'fullnatioll. Our rompany has ul:liigllatcd a
CPNI wmpliancc officer who periodically reviews CPN! oomplialll:l:l rules with person~ who
iulve accw 10 CPNl The CPNI pl'O\:edure manual is approximately twenty-six (26) pages long
and would be provided to the Commis5ion upon request. fih:rwould prefer 10 keep Ihe Ci'NI
proceduremallU.l.s l:OII.fidentill u a safq:uard against review by prdcxtcn..

Filer has eslabli,hed I system by whi\:b the status or. \:USfomer's approval fer the use ofCPNI
(;lID. be dearly establi~prior 10 lbe useofCPNT. roOf tdepbune oronline CP",'" au:es.s the:se
procedures in<;luUe the usc ofpa$$wordsIPlNs e$Ulblished afi<:r lhe: identity of the \:aller has been
verified; the Ule of mail delivered 10 thl: wslomcr's address ofrcoord; Ind/or a call by our
company 10 the number of r«ord llod subsequenl il.l~lIlity vcrifiutiol'l via ll\:oount spt:t;ilic
informatkm contained on the last complilly bill (.~uch as amount due, amount oflast payment, or
Olher l1tlO.public accounL information). roor retailloc~tion CJ'NJ ac\:\:ss we require a valid photo
ID (a govCflllnent issued personal idemilication stich as a driver's Jicl:llIse or passport, or
oomparable 10) wbich IIllItdll~S the IUltlle on the acrount. The Company relies on too
involVl:menL ofils superv1liOl}'/lI'Ialtagement to Olliore Ihat use ofCPNI OOlnl1lies wilh appliuble
ruksaml law

Filer's procedure i. that a customer is notified immediately when a. pa$swurd. \:llSl.~~
10 a. back-up autbmtiGJIion melnt for lostJforgotten passwords, online lK:COOm, or addretS of
ucord is created er chaI1ged.

Filer's pl"O\:edure fnIuirl:ls thai (';llS(omers OJlt·in before CPNI is used by Ihird parties to market
services. However, at this time, our oompany does not utilize CPNI in marketing l,'.lItIlpltigns

Filer's procedure is thm within seven (7) days of discovcry ofan unauthorized releas~ orCl'NI
wc send an electronic notice to Lhe United Slale~ Secret Service (USSS) and tbe Federal13ureau
ofinvesl:igaLiOIl (fBI). Uoless either of these agen\:ics r,;quests that we po~ponenotifying the
subsaiber, the subsaibel- will be nolified abotllloo unauthorized release ofCPNI within seven
(7) days after law enfolOOIllcnl notification. In exl:eptional CQSC'I, we will notify the law
enfor<:emellillgen<;ies ofour desire 10 nulify II..... c;: t:>fomptly the 5lIb~bcr.boot ... ullIulhoriz<:d
O'NI disclosure. fillS maintains I log ofunautt.orized use ofCPNI. Upon oco.lrrence ofa CPNl
breach the log will include lhe date of discovery, notification 10 law enfon:ement. desaiptioa of
the brea<:h. drcumstanees oflbe breach llJld a .lllpeMsor's signature and dale. This los it
maimained for II minimum of twO yeaB.


